Be prepared for EOFY
with this cyber security

guide for small businesses



https://bit.ly/cyber-wardens-enrol-agri-guide

Scammers take advantage

of this busy period

Many small businesses think

they're too small to be targets

How cyber criminals can attack

The average cost of a cyber attack to a small business is $49,600

INCREASED SCAM ACTIVITIES AT EOFY & TAX TIME

Impersonation Fake links or calls Fraud links System hack
emails, SMS and to stealaccess andinvoices that to access data
call scams to steal to your myGov trick you when between you
money account you’re busy & accountant/
bookkeeper
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MAJOR THREATS INCREASE IN FREQUENCY AROUND EOFY

Inbox break-in Cloud compromise Banking burglary

Criminals gain Business email Criminals hackinto Online banking
access toimportant compromise tricks your storage to fraud gives access
information and you out of money or access and control to your accounts
launch damaging goods usually via fake business data and your savings
attacks invoices or emails
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https://www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/annual-cyber-threat-report-2023-2024
http://cyberwardens.com.au/research-report/small-business-cyber-security-pulse-check-report/

Watch out for ATO
and myGov scams

Stay vigilant: ATO and myGov scam alerts

As tax time approaches, it’simportant to be cautious of unsolicited emails, phone
calls, text messages, or social media communications claiming to be from the ATO or
myGov. If you’re not sure about the authenticity of amessage, do not engage withiit.

In April 2025 alone, the ATO received 6,189 reports of impersonation scams.
Notably, 96.5% of these scams were conducted via email, and 2.8% via SMS3.

! Fake emails and invoices ! Impersonation scams

Remember, the ATO will never send unsolicited messages containing
hyperlinks or request personal information via email or SMS. Always access ATO
services directly by typing ato.gov.au or my.gov.auinto your browser.

; Urgent requests around
" payments or logins

! Personalised phishing attacks

Staying informed and vigilant is your
best defense against tax-related scams

A myGov and ATO online account fraud Stay safe_ this end
of financial year
Inearly 2025, the ATO reported arise in .
identity fraud cases involving phishing Be wary of emails, phone calls and 4

text messages claiming to be from
the ATO. If you suspect you’ve
received a scam message or have
inadvertently provided personal
information to a scammer, it’s
essential to act straight away:

scams, data breaches andinsecure home
networks. Inthe case of Perthresident Kate
Quinn, scammers used stolen personal
information to lodge a fake $8,000 tax return.
By changing the bank details linked to the
victim’s account, they were able to divert

the refund before the fraud was detected.

‘ ‘ Cyber security is a team effort right across the small business ecosystem.
Your bookkeeper and accountant are key members of the team, working
with small business owners and their suppliers.

Bookkeepers and accountants are vigilant when it comes to protecting data and
financialinformation. They have seen the hardship that cyber attacks can cause

j small businesses - the financial losses, personal stress and reputational damage.
“: Report the incident

Forward the suspicious email to
ReportScams@ato.gov.auor

That is why the Institute of Certified Bookkeepers Australia

A myGovimpersonation scams recommends the Cyber Wardens cyber security

Scammers are taking advantage of the
change of service name from myGovliD to
myID to trick the community into thinking
they need to reconfirm their details via a link.

The link directs users to a fraudulent
myGov sign-in page where scammers
steal sign-in credentials and use them
foridentity theft or other fraudulent
activity such as refund fraud.

4 Tax time is prime time for cyber crime

take a screenshot of the SMS and
email it to the same address.

CO Contact the ATO:

If you’ve shared sensitive
information or made paymentsto a
scammer, call the ATO’s dedicated
scamline at1800 008 540.

3 Australian Taxation Office

training for all small businesses.”

\— Matthew Addison | ICB Executive Director and COSBOA Chair

DID YOU KNOW?



Cyber criminals will take
advantage of how busy you are

What to do:

@ Don’tactonurgent
emailsimmediately

@ Stick to usual banking and
payment processes

¥ Watch forunusual email addresses,
unexpected invoices, and typos

@ Be alert to urgent transfer requests

Scammers will send you
fake invoices or demands

 Double-check allinvoices
against previous ones

7 Verify business legitimacy
before paying

 Don’t click suspicious links
orunusual file types

Scammers will try to access
your computer and data

@ Only trust verified tech
support providers

™ Never give remote access
to unverified callers

@ Factory reset old devices
before disposal

Hackers will get a pay day from your
poor processes and weak passwords

(@ Use multi-factor authentication
onimportant accounts

(¥ Set auto-updates for apps,
plug-ins and browsers

(¥ Restart regularly to installupdates

(@ Use unique passphrases
foreach account

(¥ Use a password manager

Scammers will pretend to
be a customer or supplier
requesting arefund

M Verify refund requests
are legitimate

™ Ensure refunds go back to
original payment method

(¥ Report any cyber attacks
immediately

Scammers can target your
staff and family to break
into your business

(¥ Educate family and staff
about EOFY scamrisks

W Always verify invoice details with
trusted supplier contacts

(¥ Encourage staff to check with you
before paying unfamiliarinvoices

Your handy EOFY
cyber security checklist
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Create long, strong and unique passwords
orupgrade passwords to passphrases

Enable multi-factor authentication
onall youraccounts

Install automatic software updates on all your devices

Back up your data with cloud-based and
portable storage drives

Regularly discuss cyber security with your
team and suppliers

Always look twice at invoices and emails and
verify with the senderif you’re unsure

Complete the free Cyber Wardens training:
cyberwardens.com.au/courses

Encourage everyone in your network to complete the
CyberWardens training - one weak link in your supply
chain could cost you nearly $50,000

Know how to report acyber crime: goto
cyber.gov.au/report-and-recover/report or call the
Australian Cyber Security Hotline on 1300 CYBER1

DID YOU KNOW?

82

% of Australian small
businesses experienced
acyberincidentin2024.

A cybercrimeis
reported every

6 minutesin Australia
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The Cyber Wardens

program is designed to be <
accessible to all Australian

small businesses. 0

With options for self-paced

e-learning, and live and Learnto spot cyber security red flags
on-demand webinars, you and essential strategies to protect
cantraininalearning your business.

style that suits you.

Format: Online course

Suitable Busy business owners
for: and employees

for 30 mins Cyber Wardens

Health Professionals Foundations Webinar

Expert-led session covering key cyber
risks, warning signs, and practical
security steps for small businesses.

Specialised training to help medical
professionals protect sensitive patient

data from cyber threats.

Format: Live oron-demand webinar
Format: Live oron-demand webinar

Suitable Business owners and
Suitable Healthcare professionals for: employees who prefer
for: and support staff interactive, guidedlearning

Cyber Wardens Level Two

QAP EIRCID AT LG Safe Al for Small Business

Master four essential cyber security Simple and effective ways to keep small
practices to protect your small businesses safe from complex Al scams.

business from common threats. )
Format: Online course

Format: Online course

Suitable Smallbusinesses seeking

Suitable  Smallbusinesses for: adeeperunderstanding of
for: seeking improved cyber Al's cyber security threats
resilience

@ CyberWardens. ol

supported by



