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Cyber criminals are

/\

on the real estate sector

Australia’s real estate and property sector is one of our largest

industries and a growing target for cyber criminals.

With large financial transactions and substantial
amounts of personal information collected,
thereal estate and property sectoris a top
target for cyber criminals, placing small
agenciesrightin their target sights.

Data breaches and financial scams can wreak
havoc on small business owners, their staff and
clients. Reputational damage and financial loss
arereal possibilities, let alone the mental anguish
and stress of managing a cyber attack.

With deep connections to local communities, 99 per
cent of Australia’s 47,000 real estate practitioners
and agencies are small businesses. It'sacommon
and dangerous misconception to consider your
small agency too small for cyber criminals to target.

The average cyber attack will cost a small
business $46,000 according to the ACSC.
The large transactions involved inreal estate
and property mean that figure could quickly
escalate inthe event of an attack.

Funded by the Australian Government, Cyber

Wardens is a national initiative of COSBOA, supported

by anindustry alliance led by Telstra, CommBank
and the Australian Cyber Security Centre.

This Cyber Wardens guide will help small
businesses across the property sector
learn about the threats and take the steps
to protect themselves and their clients.

The guide includes:

e Themostcommon small
business cyber attacks

e Sensitive data and what to be mindful of
e Top 6thingstolook out forand whatto do

o Keyresearchfindingsanda
cyber security checklist

Most successful attacks will target your team,
orinvolve human error. Our research shows
businesses that regularly talk about cyber safety
with theirwhole team are more cyberresilient.

Encourage your team to start the financial
year to improve their cyber security to ensure
the digital doors to your business are closed.
Distribute this guide to your team and encourage
your team to start today by enrolling the the

free and fast Cyber Wardens training.

o A

Luke Achterstraat
COSBOA Chief Executive Officer
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Real estate industry is
a top target for crime

Scammers are usually after either your identity or your money

- and the property sector can easily give them both.

[ ]
1in 6 g7.8%)
real estate professionals had
beenimpacted by scams
or fraud equal 3rd of all
industries

T1in 4 24.6%)
property professionals
had suffered a cyber
security attack 6th of
allindustries

Top 3
businessissue
reported for REIA
Members?

Recent attacks and scams on real estate businesses in Australia

Over the past few years, there have been numerous reports in the media and online of cyber attacks, data

breaches and scamsin the industry. Some have included branches of well-known companies, others have been

caused by scams or hacks on staff, and others have included third-party suppliers. Here is a selection of them:

Phone phishing
H;H scam

Real estate agent
fell victim to aphone scam,
resultingin a staggering loss
of over $300,000.

iyl Ransomware
=
Ransomware gang
claimed to have taken
employee and customer data,
including passport scans, credit

card details, and loan data.

. Inbox break-in

Staff member’s

email was hacked,
with months of data stolen
and fake emails sent.

Mortgage
deposit scam

Compromised broker
emails, identity theft combined
with fake invoicesled to Qld
couple transferring $102,000
depositto ascamtrustaccount.

1%9} Tenancy scam
Tenancy application

information collectedviaan

agent’s website was made public.

Data breach
89

Anotherdata breach
potentially exposed personal
details such as photo
identification, phone numbers,
addresses, signatures and
bank details to hackers.

REIA

REAL ESTATE INSTITUTE
OF AUSTRALIA

The Real Estate Institute of Australia
understands the need fora cultural
shift to combat the growing risk

to businesses, client data and the
reputation of the industry.

g€ Asanindustry werecognise
more needs to be donein
relation to cybersecurity
and that an ongoing way
of working needs to be
established within the real
estate workforce, so cyber
security is ‘everyone’s
responsibility’.

REIA submission to the 2023 Cyber
Security Strategy Discussion Paper
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Protecting sensitive data and How cyber criminals

knowing your obligations target the property sector

The information normally required in real estate and property transactions
to prove a person’s identity and assess real estate applications is the same
sensitive data targeted by cyber criminals.

Rental Application l

Any information that would assist to reasonably

identify a personis considered personal

information or sensitive data.
Data harvesting from Payment

fake contact forms redirections

Ransomware

Cyber criminals can use the sensitive data they
collect tolaunchimpersonation scams orsocially
engineered cyber attacks.

Businesses need to be aware of the aggregated
value of many individual pieces of data, the
regulatory obligations, as well as the financial and
reputational risk of data theft and system hacks.

Types of sensitive data OFFICE FOR LEASE
Personal Identification Financial
Information (PII) Information
* Name, email, phone number and * Personalaccount details (Name, BSB,
current and former addresses; Accountnumber)
*  Proof of identity documents and bank * Previousincome and bank statements
statements collected by agents from and how you share your business s
potential buyers and tenants. bank or trust account details. /
AR -
28 i L #
Data breach and theft of personal Fake property
Medicare card Passport Licence Income / Bank Identity Address data from tenancy or purchases listings

Statements documents
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Point of collection

All businesses and staff need to be vigilant around
protecting data, including at the point of collection,
whether via email, text message, your website or

inperson.

Forexample, PPlis collected at open viewings
foraproperty sale orrental.

If you are collecting PPl on paper, you must ensure
itis notvisible to otherslooking at the property,
who could easily take a photo of the information.

Everyoneinvolvedin the real estate sector should
be asking themselves questions like:

—

~
W

©® Whatdatadowe collect,and
dowe needto collectitall?

© Howisitstored, andisthe databackedup?

® Whocanaccessit,andisitsecureon
allcurrent and old devices?

©® Howisthe dataprotected, and how
responsive are we to new cyber threats?

©® Howlongdowe needtokeepit,andarewe
safely deleting it once we nolongerneedit?

© Areweusingthe datafortheinitial
purpose we collectedit?

© Whatprocesses do we have when
people leave the business?

@ Ifthereisanincident, who willreportit promptly?

The Cyber Wardens free training helps identify and eradicate bad habits that make protecting important

dataless secure, and there is a suite of useful resources on cyberwardens.com.au

The Australian Signals Directorate also has great resources—such as Ten Things to Know About Data Security.

Your legislative and regulatory

Customer data that your organisation produces or
collectsislikely to be subject to archival, financial,
privacy or taxation requirements, such as protection
under the Privacy Act 1988, including the Australian
Privacy Principles. Please note that significant reform
the Privacy Actis expectedinlate 2024.

Inthe event of a cyber security incident, regulatory
obligations under the Notifiable Data Breach Scheme

will also likely apply, which require you to notify the
Office of the Australian Information Commissioner
(OAIC) and affected individuals when an eligible data
breach has occurred.

6 Help protect your property business from cyber crime

obligations

See the OAIC small business checklist and understand

your requirements for utilising data for marketing
purposes. The Real Estate Institute of Australia and their
state and territory affiliates have goodresources to

help guide you.

Independent legal advice should be sought
on any legislative and regulatory
obligations that may apply.

ah

Beware of secondary attacks!

Have you or a staff or family member had their data stolen in a previous cyber-attack?

Information stolenin previous attacks can be used to launch secondary attacks that target your business,
especially if passwords are being re-used. This type of attack s called credential stuffing. You canlearn more
aboutit, and other cyber safety tipsin our Resources Hub.

CREDENTIAL STUFFING SCAMS

3

3

©
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Previously stolen Tests your stolen
passwords passwords on other -
and user names devices and systems, e

E

including social media.

VAN
[RePORT]

Report Cyber Crime

Every sixminutes a cyber crime is
reported in Australia.

If you have been the victim of a cyber
attack, make sure youreportit -

cyber.gov.au/report-and-recover/
report

This will help to protect other
small businesses.



https://www.legislation.gov.au/C2004A03712/latest/versions
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.oaic.gov.au/privacy/notifiable-data-breaches
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/small-business
http://cyberwardens.com.au
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/ten-things-know-about-data-security
https://cyberwardens.com.au/resources-hub/
http://cyber.gov.au/report-and-recover/report
http://cyber.gov.au/report-and-recover/report

Cyber criminals will send you

TOp 6 things tO IOOk :ake i:vo‘:c:s.cl)rfake bank
out for and what to do

Watch out for fake invoices, fake refund requests,
and fake customer or supplier complaints.

While the online ecosystem presents opportunities for small businesses to

innovate and grow, it also elevates the risk of a cyber hack or a scam.
¢ Slowdown and double-check everyinvoice

Here are 6 things to look out for and what to do. and ensure they match previous ones.
¢ Ensure the business and bank details are
legitimate.
¢ Checkemaillinks before clicking, and don’t
Hackers will exploit poor Scammers will take advantage clicklinks in text messages or on social media
processes and weak passwords of how busy you are messages unless you are sure.
¢ Don’tclickonunusual file types and photos
as the link may contain computer viruses or
phishing attacks.

It’s harder to spot a scam, fake invoice
or phishing attack when you’re flat out.
Scammers target busy times of the

week and create a sense of urgency to

Your business email inbox and stored data
give access to so much valuable business and
clientinformation. Unsafe cyber habits make
youvulnerable to cyber attacks.

* Protectyouremail and business accounts
with multi-factor authentication. - e Becarefulwhenever someoneinsists : ey,

manipulate you and your decisions.

Scammers will try to access your

computer, phones and old devices

P You lock your business and don’t leave the

«  Setyourapps, plug-ins and browsers ‘J thatyoulmustactlmmed|ately,<.:ome keysinyourvehicle, so don’t leave your digital
' back to it whenyou have more time. doors open. Be carefulwho accesses your
to auto-update so you have the latest “
. 431 . . computers, tablets, phones and operatin
security updates. o e Sticktoyourusual banking and payment P P ) P 9
systems. Abreach couldresultinregulator
* Shutdown andrestart regularly so your processes. .
g . lod fines orlegal action if customers oremployee
auto-updates are installed. s ) o
” * Watchforredflagssuchasa personal information is accessed.
* Upgrade from passwords tolonger strangely configured email address,
passphrases onalllogins, including cloud- - unusual requests, unexpected
A “ -~ What to do:
based storage. e invoices, “confidential” requests or

* Setaunique passphrase forevery account unsophisticated language and typos. * Ensure therefundrequestislegitimate.

(no double-ups and no shared passwords). Only trust yourregular supplierora

* Bealerttourgentrequests pressuring
you to transfer funds.

* Use apassword manager to safely store business you can verify.

passwords.

* |fyou’re contacted and offered technical

support orif you put out a call for technical
help, be aware that not everyone who
offers you assistance will be genuine.

* Nevergive out sensitive details to

unverified providers.

* Neverallowremote access to your devices
if you have been contacted unexpectedly.

* Be carefulwhendisposing of your devices
and old equipment. Ensure the protection
of your data by performing a factory reset
onyourold devices.

Help protect your property business from cyber crime

Scammers look for website
weaknesses to access
sensitive information

Your website isimportant to your business butit can
also be an easy target to hack into your data.

What to do:

Make sure your website starts with https://
(your domain). HTTPS is encryptedin order to
increase security of data transfer.

Set up auto-renewal for your website’s domain
name.

Don’t share password logins between staff,
ensure strong passwords, use a password
manager, and ensure all staff have activated
multi-factor authentication.

Regularly update your website’s content
management systems and plugins.

Back up your website regularly so you canrestore

itif you are the victim of a cyber attack.

If an external party manages or develops your
website, speak with them about ways to improve
your website security and make sure they are
implementing the latest security updates.

. & -

Scammers can target your
staff and family to break into
your business

Cyber security needs everyone pitchingin —

everyone involved with your business canbe a

target, and everyone has arole to play in spotting
and stopping attacks.

Talk to your family and workers about the
heightened risk of cyber attacks on small
businesses.

Remind them to double-check anything
suspicious and confirm invoice details directly
with suppliers using a trusted contact number.

If workers are being pressured to pay an
invoice they don’t recognise or have assumed
is forthe business owner or another colleague,
tellthemit’s okay to think twice and check
with you.

Small Business Cyber Security Guide for the Property Sector




In the market for real estate?

Securing suitable commercial real estate is an exciting | /
step for any small business. As you navigate the search

and move towards either renting or purchasing the ’
property, be alert to the threat of cyber attacks.

3 real scams to watch out for

1

Always view property in person before
signing an agreement or sending money

Fake rental scams Sales listing scams Fake invoices and no matter the competition.
, . payment redirection scams
Fake rental property advertisements Scammers creates a fake listing fora § Beware of refusals or excuses as to why
aiming to sign tenants without visiting property that either doesn’t exist orisn’t Scammers breakinto the inbox of real ‘ the property can’t be viewed.
the property. for sale, aiming to collect contact details estate agency, lawyers and conveyancers |
and personal information of interested buyer to provide fake invoicesin order to Search the property on otherreal estate
or to pressure them to hand over money redirect payments websites to verify details.

Confirm the real estate agentis who
they claim to be.

Always use a verified trust account

g

to make payments, not a personal

______________________________ bank account.
APPLY NOW
L i 4
Confirm trust account details with
RN

aknown person.
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Topline findings from the latest

Cyber Wardens Research

Almost 2,100 small businesses participated in our latest research from
late 2023 and early 2024. Here are some of the findings.

4 in 10 small businesses have little to no
confidence in their ability to:

f x X o <A\>

|24 | ( ﬂ% N
TS CIIECE
Prepare for a

cyber incident

o

—

Recover from a
cyber incident

Get help when an Fight a cyber
incident occurs incident

Small businesses need to talk
more about cyber security

Cyber Wardens research found that small businesses
that have a strong cyber security culture are more ready
andresilient to cyber attacks. This includes having

regular cyber safety conversations with staff.

However, most small businesses (61%) don’t talk about
cyber security regularly as part of their day-to-day
operations, which furtherincreases therisk they face.

12 Help protect your property business from cyber crime

Gaps in basic cyber safety create significant vulnerability

Simple cyber-safety strategies include; ensuring each account is protected with a virtual alarm via

multi-factor authentication, up-to-date software, and strong password practices.

50%

of small businesses
have turned on
a virtual alarm
using multi-factor
authentication

:J ﬁt \

upcRADE
]
== am

52%

of small businesses
are able to defend
against digital
break-ins with up-
to-date software

Q| 44

A

53%

of small businesses
are backing up daily
and would be ready
to recover from
attack

Bad habits can be the end of your business

Fourin five small business owners (78%) have everyday habits which make

them more vulnerable to cyber crime.

30%

of small
businesses have
strong password
practices

SR MR M
1 O O

Common risky habits increasing cyber risk in small business

Keeping a password

document

From the Cyber Wardens

‘Sleep mode’
avoiding software
updates

Re-using

passwords

Bad Habits Research (Jan 2024).

Snoozing

software updates
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O/ of cyber crime targets
3%

small business

Protect your small business with free and simple

cyber security training.

Funded by the Australian government, the free Cyber
Wardens program s a short online course for sole traders

and small businesses.

You don’t have to be tech savvy or aninformation technology

(IT) wizard to boost your business’s cyber safety.

What you'll learn in the free
Cyber Wardens training:

|dentify and protect your
important business information

Take simple and effective steps to
defend against digital break-ins

Spot common tricks and scams hackers
use to attack small businesses

Promote cyber safety in your team

Designed for small businesses
Enrol in just 2 minutes
FREE online training

Simple and practical wins

Enrol today at cyberwardens.com.au

@ CyberWardens. .

¢ T

Cyber security
checklist

D

Read this guide and start the new financial year by improving
your cyber safety habits

Complete the free Cyber Wardens training and encourage
your staff to enrol - cyberwardens.com.au

Print the Simple Steps Poster from the website for your office

Regularly discuss cyber security with your team
including what data you collect and how you protect it

Investigate ways to share personal and financial information in
a secure way and know your client data and privacy obligations.

Look twice at invoices, emails and social posts
before engaging

Follow Cyber Wardens on social media for simple small
business safety advice

Regularly review the simple steps in your
Cyber Security Action Plan

O O O O O O O 0O
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https://cyberwardens.com.au/action-plan/

@ CyberWardens

Don’t lose the
digital keys to
your business

Complete the free and fast
Cyber Wardens training today.

Enrolinjust 2 minutes for the
self-pacedlearning to protect
your business from hackers.

Proudly
supported by

Enrol now at cyberwardens.com.au
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