








How to avoid tourism cyber scams

�”�Í�Í����¡�‰�ö�Ð�	�Í�	�a�½�‰�Í���ö�¡�ö�­�a�‰�¡�ˆ Ensure every customer is who they claim to be, especially for 
high-value bookings or unusual requests.

�”�Í�Í������a�ö�š�Í�„�ç�ö�¡�ç�ö�C�Ò�Í�„�ö�­�Ð�,�$�$�¡�ˆ Be wary of suspicious links or attachments, and double-
check email addresses before clicking.

•  �Don’t be rushed: Scammers often create a sense of urgency. Take your time and 
verify information before making decisions.

Don’t lose your way

Protect your belongings

�”�Í�Í��†�a�“���Í�š�a���C�Í�	�a�½�‰�Í�š�¡���ö�“�¡�¡�ˆ Strong, unique passwords and multi-factor 
�,�½�­�ç�¡�C�­�ö�“�,�­�ö�a�C�Í�,�‰�¡�Í�	�a�½�‰�Í�9�‰�¡�­�Í�$�ö�C�¡�Í�a�Ð�Í�š�¡�Ð�¡�C�“�¡�†

�”�Í�Í��€�¡�¡�„�Í�	�a�½�‰�Í�Ò�½�,�‰�š�Í�½�„�ˆ �Ä�¡�Ò�½�$�,�‰�$�	�Í�½�„�š�,�­�¡�Í�¡�a�Ð�­���,�‰�¡�Í�,�C�š�Í�,�C�­�ö���ö�‰�½�¡�Í�„�‰�a�Ò�‰�,�=�¡�Í�­�a�Í

protect against the latest threats.

�”�Í�Í����¡���,�‰�¡�Í�a�Ð�Í�½�C�¡���„�¡�“�­�¡�š�Í�Ò�½�¡�¡�­�¡�ˆ�ÍDon’t grant remote access to your computer 
unless you’re absolutely certain of the person’s identity.

•  �Scrutinise any refunds: Verify refund requests thoroughly, especially if they seem 
unusual or urgent.

�”�Í�Í��^�C���a�ö�“�¡�Í�ö�C�¡�„�¡�“�­�ö�a�C�ˆ �$�a�½�’�$�¡�¬�“�ç�¡�“���Í�¡���¡�‰�	�Í�ö�C���a�ö�“�¡�Í�Ð�a�‰�Í�š�ö�¡�“�‰�¡�„�,�C�“�ö�¡�¡�Í�a�‰�Í�‰�¡�š�Í�:�,�Ò�¡�†

•  �Resist the rush: Don’t feel pressured to make hasty decisions when dealing with 
�½�C�¡���„�¡�“�­�¡�š�Í�‰�¡�‡�½�¡�¡�­�¡�Í�a�‰�Í�a�6�¡�‰�¡�†

Unpack your luggage carefully

Train your team

�”�Í�Í��€�C�a���$�¡�š�Ò�¡�Í�ö�¡�Í�„�a���¡�‰�ˆ Educate your team about common scams and how to 
identify them.

�”�Í�Í����¡�‰�ö�Ð�	�‡�Í���¡�‰�ö�Ð�	�‡�Í���¡�‰�ö�Ð�	�ˆ �,�C�“�a�½�‰�,�Ò�¡�Í�¡�­�,�6�Í�­�a�Í�“�a�C�9�‰�=�Í�ö�C�Ð�a�‰�=�,�­�ö�a�C�Í���ö�­�ç�Í�­�‰�½�¡�­�¡�š�Í

sources before taking action.

�”�Í�Í��Ä�¡�„�a�‰�­�Í�¡�½�¡�„�ö�“�ö�a�½�¡�Í�,�“�­�ö���ö�­�	�ˆ�ÍCreate a process for reporting potential scams.

Stay alert, not alarmed

�”�Í�Í��á�‰�½�¡�­�Í�	�a�½�‰�Í�Ò�½�­�ˆ�Í�^�Ð�Í�¡�a�=�¡�­�ç�ö�C�Ò�Í�Ð�¡�¡�$�¡�Í�a�6�‡�Í�ö�­�Í�„�‰�a�’�,�’�$�	�Í�ö�¡�†�Í�$�a�C�½�­�Í�ç�¡�¡�ö�­�,�­�¡�Í�­�a�Í�¡�C�š�Í�,�Í

conversation or ignore a request.

�”�Í�Í����¡�‰�ö�Ð�	�Í�ö�C�š�¡�„�¡�C�š�¡�C�­�$�	�ˆ ���$���,�	�¡�Í���¡�‰�ö�Ð�	�Í�ö�C�Ð�a�‰�=�,�­�ö�a�C�Í�­�ç�‰�a�½�Ò�ç�Í�a�7�“�ö�,�$�Í�“�ç�,�C�C�¡�$�¡�Í�’�¡�Ð�a�‰�¡�Í

taking action.

•  �Be prepared: Have a plan in place for responding to a cyber attack, including 
contacting relevant authorities.
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Complete the free Cyber Wardens training and encourage 
your staff to enrol. Sign up at cyberwardens.com.au

Investigate ways to share personal and financial information in 
a secure way and know your client data and privacy obligations

Look twice at invoices, emails and social posts  
before engaging

Read this guide and start recognising where you can 
improve your cyber safety habits

Regularly discuss cyber security with your team  
including what data you collect and how you protect it

Regularly review the simple steps in your  
Cyber Security Action Plan

Follow Cyber Wardens on social media for simple small 
business safety advice

Cyber security checklist

Make sure your entire team has the knowledge and 
tools they need to keep your business safe online.
There are many ways for you and your team to 
complete the Cyber Wardens training. 

Choose from our expanding course offering: 

CYBER WARDENS FOUNDATIONS

A 10-minute module helping you 
identify the cyber security red 
flags that pose a threat to your 
business

CYBER WARDENS LEVEL ONE

A short course introducing 
you to basic cyber security 
measures and actions to 
improve your cyber awareness 

Visit cyberwardens.com.au/courses 
to enrol in FREE training and access 
resources to share with your team.

Cyber security doesn’t stop with  
just one person—it’s a team effort!

Join the 
Cyber  

Wardens 
community

All aboard small 
business cyber security 
with Cyber Wardens 

CYBER WARDENS  
FOUNDATIONS WEBINAR 

An interactive session delivered live 
or on demand where participants 
can learn through live engagement 
with a Cyber Wardens educator

CYBER WARDENS REFRESH

A module where Level One 
graduates can refresh their skills and 
knowledge while being introduced 
to new and emerging threats.
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https://train.cyberwardens.com.au/?utm_source=print&utm_medium=brochure&utm_campaign=cw_events_eofy-guide&utm_content=eofy-guide-flyer
https://cyberwardens.com.au/action-plan/
http://cyberwardens.com.au/courses


 

Complete the Cyber Wardens 
training in as little as 10 
minutes and start your journey 
to cyber security.

Enrol now at cyberwardens.com.au

Proudly  
supported by

Don’t lose your 
way: keep your 
tourism business 
cyber-safe!

https://train.cyberwardens.com.au/?utm_source=print&utm_medium=brochure&utm_campaign=cw_events_eofy-guide&utm_content=eofy-guide-flyer

