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Tradies urged tobeonguard against
scammers after Total Tools data leak
Small tradebusinessesmust beonalert for cyber attacks and review their digital security
measures after adata leak hitmajor Australian hardware chain Total Tools.

COSBOACEOLukeAchterstraat haswarnedbusinesses in theconstruction and trades industry of the
threat of secondary attacks following revelationsof adata leakwhichcould a�ectmore than38,000
customers.

“It is critical for tradespeople andanyone in theconstruction industrywithonline hardwarebusiness
accounts tobeonheightenedalert for suspicious activity in thecominghours, days andweeks, as cyber
criminals try to use the stolendata for nefariouspurposes,” he said.

“Wearewarningbusinesses tobeawareof scamsandsecondary attacks and take steps to secure your
sensitivedata, finances andclient information. Enrolling in the free CyberWardensprogram, supportedby
theFederal government, only takes twominutes to helpevery small business and their employees protect
themselves fromcyber attacks.”

Customerdata includingnames, credit carddetails, email addresses, Total Tools passwords,mobile
numbers and shippingaddresses havebeencompromised in the leak.

COSBOAand itsmemberorganisations, includingMasterBuilders Association, theNational Timber and
HardwareAssociation, and theMasterGrocersAssociation, areworking together to alert small business
owners and their employees to take immediate steps toprotect their personal andbusiness information.

The free CyberWardenseLearningprogram, fundedby theFederal government, hasbeendesigned to
helpAustralia’s 2.5million small businesses fortify their digital doors against cyber crime.

Businessesconcerned they havebeen targetedare urged tocall theAustralianCyber SecurityHotlineon
1300CYBER1 (1300292371).
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https://cyberwardens.com.au/


Formore information, please visitcyberwardens.com.au.

To arrange an interviewplease call 0466027957 or emailmedia@cyberwardens.com.au

ENDS

Background

CyberWardens is a national initiativeof theCouncil of Small BusinessOrganisationsofAustralia
(COSBOA), supportedby theAustralianGovernment andan industry alliance ledby Telstra,CommBank
and theAustralianCyber SecurityCentre, to helpprotectAustralia’s 2.5million small businesses from
online threats.
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