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Small business onguard against scamupdates
Small businessesmust be alert tophishing emails fromscammers as the
world reboots after theMicrosoft-CrowdStrikeoutage.

Keypoints
1. Small businessowners andemployers should treatwith suspicion any

unexpectedemails, screenpop-upsorphonecalls purporting tocome
fromMicrosoft,CrowdStrikeor largeorganisations suchasbanks and
telcos.

2. Complete the fast freeCyberWardenscourse thisweekend togainbasic
cyber security education before actingonany unsolicitedor suspicious
prompts to “reboot” or “update”.

3. Go toScamwatch.gov.au if you suspect youhavebeen targetedbya
scammer trying toaccess your computer.

Small businesses should review their digital securitymeasures in thewakeof the
worldwide techoutageand takeproactive steps toprotect themselves and their
clients, customers andcommunities.

COSBOACEOLukeAchterstraat said in thewakeof theCrowdStrikeoutage small
businesses shouldprepare for anexpected rise in cyber scammersexploiting the
incident.

“Weexpectmany small businesseswill be targetedover thecomingdaysbyphishing
and scammerswith fakeemails or phonecallswithmessages like ‘I’mhere tohelp you
re-boot your system, just click here’,”Mr Archterstraat said.

Byclickingonamalicious link, scammers can steal passwords and install programs
allowing them tohaveongoingaccess to your computer.
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https://cyberwardens.com.au/?utm_term=cyber%20wardens&utm_campaign=cwp_21461619090&utm_source=adwords&utm_medium=ppc&hsa_acc=3094450462&hsa_cam=21461619090&hsa_grp=165637860918&hsa_ad=705833116934&hsa_src=g&hsa_tgt=aud-2283033360428%3Akwd-2315096335199&hsa_kw=cyber%20wardens&hsa_mt=b&hsa_net=adwords&hsa_ver=3&gad_source=1&gclid=CjwKCAjwnei0BhB-EiwAA2xuBlBeCCa1K8mpJaWiGbnH6SR3zAp6VKAr-1W79DU2510wkIhDQHHwuRoCKecQAvD_BwE
http://scamwatch.gov.au


TheAustralianSignal’sDirectorate’s AustralianCyber SecurityCentreencourages all
consumers to source their technical information andupdates fromofficialCrowdStrike
sourcesonly.

“It is crucial that businessesoperatewith heightenedawareness aftermajor outagesor
global events as attackers capitaliseonour eagerness to resolve the issueorbebetter
informed.Weall need to slowdownand thinkbeforeweact as thiswill enable us to
collectively better protectour customers,"Matt Fedele-Sirotich, chief technology
officerofCSOGroupandCyberWardens advisor, said.

“While this incidentwas not adeliberatecyber attack, it underscores the importanceof
businesses takingproactivemeasures tomitigate the riskof such threats.”

“Unfortunately it is often user error and lackofbasicdigital knowledge that opens the
door tocyber threats, highlighting theneed for ongoingeducation andawareness
programs to strengthencyber security resilience.”

Protect yourself
STOP –Don’t rush toact. Hanguponanyoneasking you todownload softwareor an
appover thephone.Never providebanking information, passwords, or 2-factor
identificationcodesover thephone.

THINK–Ask yourself if you really knowwhoyouarecommunicatingwith? Take the time
tocall thebusiness you'redealingwith using independently sourcedcontactdetails, or
check you're talking toa real employeeusing their secure app.

PROTECT–Actquickly if something feelswrong. If you've sharedfinancial information
or transferredmoney, contact your bank immediately.

Source:National Anti-ScamCentre’s Scamwatch

Formore information, please visit cyberwardens.com.au

Formedia interviewsplease call 0409994433or 0466027957 or email
media@cyberwardens.com.au.

ENDS
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https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/widespread-outages-relating-crowdstrike-software-update?fbclid=IwZXh0bgNhZW0CMTAAAR2ZOZMwJzkk4K6eyGW-PmXmLYBwWOJ02HCjybIVfj-S1Vp-JkJr_Pf97sE_aem_wKiBOo6XmCO5aJOUl4XUBA
https://www.scamwatch.gov.au/
http://www.cyberwardens.com.au
mailto:media@cyberwardens.com.au


Background

CyberWardens is a national initiativeof theCouncil of Small BusinessOrganisationsofAustralia
(COSBOA), supportedby theAustralianGovernment andan industry alliance ledby Telstra,
CommBankand theAustralianCyber SecurityCentre, to helpprotectAustralia’s 2.5million small
businesses fromonline threats.
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