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Cyber security: the best antidote to cyber 
crime
The health sector is a prime target for cyber criminals — and is vastly underprepared for 
attacks. Cyber Wardens is helping small practices take quick, simple steps to secure their 
patient safety and data.

JUNE 21 2024: Healthcare professionals at the coalface of cyber attacks are being urged to 
immunise their businesses against threats as incidents surge. 

The Council of Small Business Organisation Australia’s (COSBOA) Cyber Wardens and healthcare 
leaders are warning small clinics and practices they are just as vulnerable to cyber crime as big 
companies such as Medibank.

Healthcare providers topped the list of sectors reporting notifiable data breaches to the O�ce of 
the Australian Information Commissioner in 2023, with incidents rising from 63  in January-June 
2023, to 104 in the second half of last year.

The free Cyber Wardens program has now been accredited for Continuous Professional 
Development (CPD) training for a raft of healthcare professionals and bodies, including the 
Australian College of Rural and Remote Medicine. 
 
Cyber Wardens is a free, Federal Government-supported cyber security eLearning program 
aimed at boosting the online safety of Australia’s 2.5 million small businesses, including healthcare 
practices and clinics.  

COSBOA CEO Luke Achterstraat said CPD accreditation was a significant step towards 
safeguarding the industry. The course includes basic tips such as the importance of multi-factor 
authentication — the absence of which allegedly led to Medibank’s 2022 data hack. 

“It’s no longer just IT experts who are responsible for cyber security — it’s critical that Aussie 
doctors and practice sta� are trained in the basics to help fight attacks,” he said.
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https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2023
https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-july-to-december-2023


“We don’t want to see our health system end up on life support due to cyber criminals. Research 
shows that only a third of Australian healthcare organisations embed cyber security awareness and 
training in their organisational policies and procedures.”

Cyber attacks can threaten patients’ lives, the delivery of health services and the supply of critical 
products to patients, according to the Australian Cyber Security Centre. 

Australian Medical Association (SA) President Dr John Williams said online crime was one of the 
most pressing concerns for doctors and practice managers, particularly those working in 
under-resourced clinics in regional and remote areas.

He said the association was fielding a rising number of enquiries about cyber safety.

“It is a huge concern. There is a lot of uncertainty about what should be done, what the risks are, 
and how to address those risks,” said  Dr Williams, a GP in rural South Australia. 

“As a profession we need to deal with cyber threats head-on and have proper practices and 
procedures in place. It is a sleeper issue at the moment as our GPs are so busy, and many don’t 
know how to deal with it - they are hoping it won’t happen, or lack the digital literacy to manage it.”

Dr Williams said the heightened risk had even sparked some nervousness about electronic health 
records. 

“I know anecdotally that there is less uptake of electronic patient health records among 
specialists, as some see (paper records) as more secure,” he said.

“Unfortunately, that only slows the uptake of things that are potentially fantastic for our patients 
and the quality of care we can give. So it'd be a real pity to see cyber security concerns get in the 
way of progress.”

In Australia, all registered healthcare professionals are required to fulfil their mandated CPD 
program. Cyber Wardens is accredited for one hour of CPD learning.

For more information, please visit cyberwardens.com.au

For case studies and  interviews please call  0466 027 957  or email media@cyberwardens.com.au.

ENDS
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https://www.cyber.gov.au/sites/default/files/2023-03/2020%20Health%20Sector%20Snapshot%20-%2020210210.pdf
http://www.cyberwardens.com.au
mailto:media@cyberwardens.com.au


Background

Cyber Wardens is a national initiative of the Council of Small Business Organisations of Australia 
(COSBOA), supported by the Australian Government and an industry alliance led by Telstra, CommBank 
and the Australian Cyber Security Centre, to help protect Australia’s 2.5 million small businesses from 
online threats.
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